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EXHIBIT F  
DATA SECURITY REQUIREMENTS 

Adequate Cybersecurity Frameworks 
2/24/2020 

Consortium and industry leaders to maintain a list of known and credible cybersecurity frameworks which can 
protect digital learning ecosystems chosen 

Cybersecurity Frameworks 

MAINTAINING ORGANIZATION/GROUP FRAMEWORK(S) 

National Institute of Standards and 
Technology 

NIST Cybersecurity Framework Version 1.1 

National Institute of Standards and 
Technology 

NIST SP 800-53, Cybersecurity Framework for 
Improving Critical Infrastructure Cybersecurity 
(CSF), Special Publication 800-171 

International Standards Organization Information technology  Security techniques 
 Information security management systems 

(ISO 27000 series) 

Secure Controls Framework Council, LLC Security Controls Framework (SCF) 

Center for Internet Security CIS Critical Security Controls (CSC, CIS Top 20) 

Office of the Under Secretary of Defense for 
Acquisition and Sustainment (OUSD(A&S)) 

Cybersecurity Maturity Model Certification 
(CMMC, ~FAR/DFAR) 

Please visit http://www.edspex.org for further details about the noted frameworks. 
*Cybersecurity Principles used to choose the Cybersecurity Frameworks are located here

MLI Note: Please see attached 
Infrastructure Document on the next page



SECURITY, DATA AND SYSTEMS INFRASTRUCTURE 

OVERVIEW 

We host our systems in our own self-managed secure Cloud that is not AWS or Azure based. Because we manage our own secure 
Cloud, we maintain 99.99% uptime. We run large scale, fault tolerant software systems and infrastructure. Our production data 
centers were designed and built to house mission critical systems for companies housing sensitive data and banking information. We 
provide superior routing and throttling to navigate local Telco congestion. All information that is submitted is government level 
encrypted. We provide triple-level encryption securing your data in our self-managed and owned, proprietary data security cloud.   

• 2 million messages per hour capacity

• Fully redundant high-speed fiber connectivity to 10 Tier-1 backbones

• Ten Fully Redundant High-speed National Voice Carriers to place calls

• Redundant carrier class text messaging

• Complete data and equipment protection

• Redundant power feeders, LIEBERT UPS, Diesel Backup & Fire Suppression

• 24 x 7 system monitoring with expert technical support

• Fully secured cages and cabinets with front and back locking doors and fingerprint
access

• On-site 24 x 7 Network Operations Center (NOC)

• 99.99% uptime

• WatchGuard® Enterprise firewalls and systems

• SSL (2048-bit), RSA and/or AESA encrypted data and transfer

Hardened Data Center Security and Data Backups 

• Datacenters are ready for almost anything. Reinforced locations.

• 24-hour security. Mandatory visitor registration with photo ID, Remote video monitoring
Data backups nightly, 7 days per week

Fully Redundant Data Reliability 
Our facilities were built with some of the best data center-specific equipment available to ensure that our systems are stable, 
reliable, and thoroughly protected from bottlenecks and system failures. This includes our network storage architecture, which can 
reduce or eliminate traditional server vulnerability. Our systems are backed up nightly offsite and onsite.  For us, Thanksgiving and 
Christmas is just another day! 
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